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Abstract 
In the field of digital and multimedia applications, more multimedia data are developed and transmitted  in art, entertainment, 
advertising, commercial areas, education and training through the networks, which may have important information that should 
not be accessed by the unauthorized persons. Therefore issue of protecting the confidentiality, integrity, security, privacy as well 
as the authenticity of images has become an important issue for communication and storage of images. In this paper an efficient 
method for image encryption based on Rubik’s cube principle with chaotic Baker map is presented. It consists of two layers. The 
first layer is a preprocessing layer used to improve the security of the system which is implemented with the chaotic baker map. 
In the second layer, the Rubik’s cube principle is utilized. The original image is first converted in to baker mapped image and 
then Rubik’s cube principle is applied. The proposed technique will enhance the security level of the Rubik’s cube encryption 
technique. 
© 2016 The Authors.Published by Elsevier Ltd. 
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1. Introduction 
During the past years the amazing developments in the field of network communications have created a 
great requirement for secure image transmission over the Internet. Since the Internet is a public network it is not so 
secure for the transmission of confidential images. Cryptographic techniques need to be applied to meet this 
challenge. Today security is an integral part of every technology and implementation. Cryptography is perhaps the 
most widespread form of secure communication. In this IT driven society. Image protection has become an 
important issue for communication of digital images through the networks. Encryption is the one of the ways to 
provide the security of digital images. Image encryption techniques convert original image to another image that is 
hard to understand. To keep the image confidential, it is essential that nobody could get to know the content without 
a key for decryption. Image encryption is the process of transforming information using an algorithm and a key to 
make it unreadable to anyone except authorised person. Secure transmission of digital images has many applications 
such as cable-TV, military image communications, etc.  
 Cryptography is the art and science of protecting information from undesirable individuals by converting it 
into a form non-recognizable by the unauthorised users while stored and transmitted. The raw information in its 
understandable form is called as plaintext that is converted into its cipher text by applying certain algorithms and 
key using the steps of encryption. The encrypted information formed by this process in cryptography is referred to 
as cipher text. The reverse process of making the encryption in readable and understandable forms is known as 
decryption. A key is a variable value that is applied using an algorithm to a string or block of unencrypted text. The 
rest of this paper is organized as follows. In Section II Rubik’s Cube Algorithm is explained. Section III explains 
chaotic Baker mapping, which is used as the pre-processing layer. In Section IV simulation results are presented. 
Concluding remarks are summarized in the final section. 
Among many encryption methods, highly successful encryption scheme is the DPRE [1],[4],[7]. Refregier 
and Javidi proposed the DRPE scheme. Two random phase masks are used in this method. One mask is used in the 
input plane and the second one is used in the Fourier plane. To improve the security of the system, DRPE with 
chaotic mapping had been implemented by Ahmed N.Z et al. Here the pre-processing layer is used to increase the 
security level of the system. But this method has a mean square error (MSE) and a lower NPCR (Number of Pixel 
Change Rate) value compared to the proposed method. 
The schematic diagram of the proposed method is shown in fig 1.This method consists of two layers-
preprocessing layer and encryption layer. In this method baker mapping is used as the preprocessing layer which 
increases the security of the cryptosystem. And the encryption algorithm is the Rubik’s cube algorithm [2]. In the 
retrieval process Rubik’s cube decryption algorithm and the reverse chaotic baker map is used to retrieve the 
original image. Here the input image is converted in to a scrambled image by chaotic baker mapping and then in to 
encrypted image by Rubik’s cube encryption algorithm during the encryption process. During the decryption 
process the encrypted image is first transformed in to another form by Rubik’s cube decryption algorithm and then 
to the original form by reverse chaotic baker map. By implementing this method the security level and the NPCR 
(Number of Pixel Change Rate) can be improved. 
2. Rubik’s Cube Algorithm 
Rubik’s cube principle is used to scramble the pixels of original gray scale image. This process changes the 
position of the of the pixels. Here two random keys are used. Using these two secret keys, the circular shift is 
applied to each of the rows and columns. Then odd rows and columns are bitwise XOR-ed with two secret keys. 
Then by using flipped secret keys, bitwise XOR is also applied in to the even rows and columns. In order to improve 
the security these steps can be repeated. 
 
2.1 Algorithm 
 
Consider a gray scale image  yxI ,0  of size M X N .Here each ),( yx co-ordinates represent the pixel 
values of the image. In the proposed system, the input image to the rubik’s cube algorithm is the chaotic baker 
mapped image. The encryption algorithm includes the following steps. 
 
784   K.A. Abitha and Pradeep K. Bharathan /  Procedia Technology  24 ( 2016 )  782 – 789 
          ENCRYPTION 
 
 
   
 
   
 
          
 
                DECRYPTION 
 
 
 
 
Fig.1. Proposed method of cryptosystem 
 
 
(1) Two keys 
RK  and CK of length M and N respectively, are generated randomly .Each element in  iKR and  jKC  can take 0 to 255. 
(2) Initialize a counter ITR which represents the number of iterations. 
(3) Increment ITR by one: ITR = ITR+1. 
(4) Row operations of the input image includes  
(a) For each row i , compute the sum of all elements and it is denoted by  iSR . 
  
 iSR =¦
 
N
j
jiI
1
0 ),(   , Mi ,.....,3,2,1                                              (1)
                 
(b) Compute modulo 2 of  iSR , denoted by  iMR . 
     According to  iMR , the row i  is left or right circular shifted by  iKR  positions as follows: 
 
If   0 iMR             right circular shift. 
 
Otherwise              left circular shift. 
 
  Column operations of the input image include: 
 
(5) For each column j  compute the sum of all elements and it is denoted by  jSC .  
  ¦
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(a) Compute modulo 2 of  jSC , denoted by  jMC . 
(b) According to  jMC ,the row i is left or right circular shifted by  jKC  positions as follows: 
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If   0 jMC                up circular shift. 
 otherwise             down circular shift. 
  
A scrambled image denoted by SCRI will be created by steps 4 and 5. 
  
(6)     Each row is bit wise xor-ed with key  KC . 
 
        jiI XOR ,12  = ),12( jiISCR  XOR  jKC     &  jiIXOR ,2 = ),2( jiISCR XOR rot180(  jKC ),                             (3)  
 
        Where rot 180( CK ) represents the flipping of CK  from left to right. 
 
(7)     Then each column of scrambled image IXOR is bit wise xor-ed with random key  RK . 
 
       12, jiIENC =  12, jiIXOR XOR  jKR  &  jiIENC 2, =  jiIXOR 2, XOR rot 180(  jKR ),                          (4) 
                   
       Where rot 180( RK ) represents the flipping of RK  from left to right. 
(8)    Repeat the steps from 3 to 7 until all iterations (ITR = ITRMAX) are completed. Then an encrypted image will be 
created. 
 
3. Chaotic Baker Map 
 
Chaotic Baker mapping randomizes the pixels in an image. Here chaotic mapping is used as a pre-
processing layer to improve the security. In the proposed encryption technique, two layers are used. Thus it 
increases the security of the system. The chaotic Baker map is a tool for encryption to the image processing 
community. It randomizes the pixel positions of the input image by using  a secret key. It replaces each pixels with 
another one. 
Here pixel positions are changed based on permutation. The discretized Baker map is denoted by kvvvvB ,.....,, 321 , where k  is the set of integers. kvvvv ,......,, 32,1  is selected such that each integer iv divides 
by M ,and ki vvvM  .......21 . B is the baker map. With iiI vMlM  ,the pixel at indices  sl, is mapped 
to 
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Fig.2. Example of chaotic baker map randomization 
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The equation (5) is implemented in the steps following: 
x First, M x M image matrix is divided into k rectangles. Each rectangle should have a width of  iv  and 
contains M elements. 
x Select each rectangle, and arrange the elements are to a row in the permuted rectangle. Rectangles are 
selected from right to left. And then select upper rectangles, and then select lower rectangles. 
x Each rectangle is scanned from bottom left corner towards upper elements. 
 Figure 4 shows a Baker map randomization of an (8 x 8) matrix (M=8). Here the secret key is S= [2, 4, 2] . 
 
4. Experimental Results  
 
 Matlab is used to implement the proposed method. Here three images such as Lena, Plane and Peppers are 
used as input images for experimentation. Figure 3 shows the three input images. Experimental visual results of the 
Lena image are shown, and results of other images are tabulated. 
 
4.1 Visual Testing 
 
The purpose of visual testing is to highlight presence of similarities between plain-image and ciphered 
image. Visual testing was performed on the pixels, 8-bit, gray level, Lena standard test image. Figure 9 depicts the 
test image (a), along with its encrypted versions by baker map and rubik’s cube algorithm. By comparing them, one 
can say that there is no perceptual similarity (i.e., no visual information can be observed in processed versions 
of  plain-image). 
 
 
 
 
Fig.3. Lena, Plane and Peppers images 
 
 
 
 
 
Fig.4. Input, baker mapped, encrypted and decrypted  images 
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Fig.5. Histograms of input, encrypted and decrypted Lena image for proposed method 
 
 
 
 
4.2 Analysis of Histograms 
 
Histograms of the encrypted decrypted and the original images are analyzed to validate the proposed 
method. For an efficient encryption algorithm, the histogram of the input and encrypted image should be entirely 
different. Figure 5 shows the histograms of  DRPE with baker map method and proposed method respectively. Here 
the histograms of the input and the decrypted images are equal. 
 
4.3 Correlation Coefficient Analysis 
 
 Correlation computes the degree of similarity between two variables. This parameter is useful for 
calculating the quality of the cryptosystem. The correlation coefficient is given by the following equation. 
    
   gf
gfR
varvar
),cov( , where f - input image and g - encrypted image.                                  (6) 
 
 The correlation values between the input and the encrypted images for Rubik’s cube algorithm, DRPE 
with baker map and Rubik’s cube with baker map are tabulated in Table 1. The strength of the algorithm is reflected 
by the lower correlation coefficient values. Here the proposed system has lower correlation coefficient values. 
 
Table 1.Correlation coefficient analysis of three images lena, plane And peppers 
 
 
 
 
 
 
 
 
 
4.4 Mean Square Error (MSE) 
 
 Mean Square Error (MSE) between the decrypted and input images evaluate the reliability of an encryption 
technique. It is given by the following equation: 
Encryption Technique Lena Plane Peppers 
Rubik’s cube 0.0063 0.0059 0.0074 
DRPE with baker map -0.0063 -0.0027 -0.0015 
Rubik’s cube with baker map -0.0026 -0.0054 -0.0024 
788   K.A. Abitha and Pradeep K. Bharathan /  Procedia Technology  24 ( 2016 )  782 – 789 
                  2
1 1
^ ,,
1 ¦¦
  
 
X
x
Y
y
yxfyxf
XY
MSE , where  yxf ,  - input image and  yxf ,^  - decrypted image         (7) 
 
 Lower MSE values indicate strength of the system. Table 2 shows the MSE values obtained for the Rubik’s 
cube algorithm, DRPE with baker map method and the proposed method. There is no MSE for the proposed method. 
 
Table 2. MSE values of three images lena, plane and peppers 
 
 
 
 
 
 
 
 
 
 
4.5 NPCR Analysis 
 
Different pixels between two images expressed in percentage indicates the number of pixel change rate (NPCR). 
NPCR values indicate how much pixels are randomly changed. If pixel values of input and encrypted images are 
represented as  jiI ,0  and   jiIENC ,  respectively. Then 
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,,,0 jiIjiI ENC  else 1                                       (8) 
  
If NPCR are high, it indicates that much pixels have been changed. Table 3 shows NPCR values of the Rubik’s 
cube algorithm, DRPE with baker map and the proposed method. Here NPCR values are improved for Rubik’s cube 
with baker map encryption. 
 
Table 3. NPCR Values of three images Lena, plane and peppers  
 
 
 
 
 
 
 
 
 
 
4.6. Time Analysis 
 
 The processing time is the time required for encryption-decryption process is important for a cryptosystem . 
The smaller the processing time, the higher the speed of encryption. Table 4 shows the estimated time for different 
images for Rubik’s cube algorithm, DRPE with baker map and proposed technique. Here it uses more time for 
encryption. But time can be manageable by using hardware with high processing speed. 
 
 
Encryption Technique Lena Plane Peppers 
Rubik’s cube 0 0 0 
DRPE with baker map 0.0133 0.0119 0.0132 
Rubik’s cube with baker map 0 0 0 
Encryption Technique Lena Plane Peppers 
Rubik’s cube 99.60 % 99.59 % 99.6 % 
DRPE with baker map 99.54 % 99.53 % 99.5 % 
Rubik’s cube with baker map 99.61 % 99.6 % 99.64 % 
789 K.A. Abitha and Pradeep K. Bharathan /  Procedia Technology  24 ( 2016 )  782 – 789 
Table 4. Encryption-decryption time for three images 
 
 
 
 
 
 
 
 
5. Conclusion 
 
An encryption technique with a preprocessing layer chaotic baker map and Rubik’s cube algorithm has 
been presented. The preprocessing layer is used to improve the security level. It is simple and achieves good 
permutation and diffusion mechanisms in reasonable time. The proposed system will work efficiently for image 
encryption and will provide several advantages over existing systems. The algorithm provides user flexibility by 
providing Encryption to a wide range of images. The software provides the flexibility of choosing standard format 
images of any shape and size. Lossless encryption and decryption is provided by this algorithm. There is no data 
loss during the process of encryption and decryption. Image quality is also maintained. 
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Encryption Technique Lena Plane Peppers 
Rubik’s cube 1.8074 sec 1.8954 sec 1.8486 sec 
DRPE with baker map 1.8954 sec 1.8876 sec 1.9110 sec 
Rubik’s cube with baker map 2.3251 sec 2.5612 sec 2.1134 sec 
